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This document assumes that you already have a basic understanding of subnetting. The document is best used
as a supplement to help strengthen your subnetting skills, explanation of subnet-zero is beyond the scope of this
document.

Since 1995 | must have been taught how to subnet at least a dozen times from different
instructors. Each time I've been taught a different way, which only has added to the confusion
and anxiety each time | was faced with the task to
subnet. There are plenty of subnet calculators

line that b dt bnet a | act: Class C subnet

online that can be US(? o subnet a large project; CIDIR 4" Octet HOSTS NETWORKS
however these devices cannot be used on /25 128 128 2
certification exams, and when you are in a heated /26 192 64 4
troubleshooting situation that requires you to /27 224 32 8
follow the network and quickly identify if a host is /28 240 16 16
out of range, you may not have the time or /29 248 8 32
. /30 252 4 64

resources to access the online tools.
/31 254 2 128
/32 255 1 256

It wasn’t until the summer of 2008 when | found
this simple and easy way to subnet; to be able to
understand what hosts belonged to which network by simply looking at it, was finally
achievable. The method that | use consists of memorizing the following chart. No complicated
binary math, just this simple chart.

Your goal as a future network engineer is to be able to look at an IP with its /CIDR and know off
the top of your head what network the host belongs to.

The best way to learn this is to print the chart on a 5 x 7 index card. Review it for 15 min a day
for a week. Trust me on this, it helps. I've done it, use your down time to do this; i.e. your
lunch/coffee breaks — simply pull this from your wallet and review it. Practice writing it out
from front to back and reverse. By the time you are done, when you see a subnet you will
immediately see this chart. | had mine taped to my monitor for weeks.

An IPv4 (Internet Protocol version 4 (RFC 791)) consists of 32 bits. Each number is represented
in 8 bits for 4 decimal numbers separated by a dot (.)

128 |64 [32 [16 |84 21 11000000.10101000.00000001.00000001
1 11 1o o lolololol=|192] 192.168.1.1

Ok you know this already... right? Let’s move on... | promise no more binary.
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Once you memorize the chart to the point where you can write it backwards, you will be able to

answer questions like this one. (hopefully within 20 seconds and without the use of paper and
pencil or fingers and toes.)

Your manager has gimeg/ou the following IP range 192.1@88.029, he wantsqu to assign the
last host ID othe eight subnet to Ethernet 1, and the first hostfibeninth subnet to Serial 0
Subnet zero will not be used. <http://en.wikipedia.org/wiki/Subnetwork

You may be presented with an exam question similar the one above.

DO NOT LET THIS CONFUSE YOU.

Looking at our chart we know that /29, has 8 hosts and 32 networks. The third and fourth
column shows this clearly. So our networks are 0, 8, 16, 24, 32, 40, 48, etc.

The task given wants us to assign the last host ID; in the eight subnet to Ethernet 0.

Remember, subnets start from Zero (0) so 0 through 7 = 8 hosts. | know it’s a little confusing
but 8 is actually the START of the second subnet. 0 through 7 = first subnet and 8 through 15 =
the second subnet and so on...

Sl NBZ YIFIGIK AyO2YAy3aX
Example: IP 192.168.13.46/29. Let’s break it down into steps.

1. /29 has 8 hosts and 32 networks. (/29 = 255.255.255.248)

2. The third octet is 192.168.13.46

3. Now we find the subnet

a. 8 hosts multiplied by X networks = NETWORKD of thefollowing subnet.
i. 8x6=48(8 hosts multiplied by 6 networks)
1. 48 is the network ID of the 7 subnet.
2. .47 is the BROADCAST ID of the 6" subnet.
a. Now we know that 192.168.13.46 is the LAST USEABLE ip
in that range. 40 41 42 43 44 45 46 47

192.168.13.40 | Network ID ALWAYS EVEN
192.168.13.41 | First Host ID ALWAYS ODD
192.168.13.46 | Last Host ID ALWAYS EVEN
192.168.13.47 | Broadcast ID | ALWAYS ODD
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4. Now our manager wants to use 8" network for E1
a. 8x8=64 (8 hosts multiplied by 8 networks) .64
i. .64 is the network ID of the 9" subnet.
5. Assigning the last host ID to E1
a. Counting out 8 hosts backwards, starting with .63
i. 63626160595857 56 (useable addresses
1. Our last host ID will be 192.168.13.62

192.168.13.56 | Network ID ALWAYS EVEN
192.168.13.57 | First Host ID ALWAYS ODD

192.168.13.62 | Last Host ID ALWAYS EVEN
192.168.13.63 | Broadcast ID | ALWAYS ODD

From here I’'m confident that you can find the answer to the second part...
Assign the first host ID of thainth subnetto Serial 0

You already know what the 8™ subnet range is and where the 9th one starts.

Using our chart, the range of addresses will be the following. 192.168.13.64 - 192.168.13.72 IP
We then assign the first host ID to Serial 0; which is 192.168.13.65

It all depends on how you are able to learn this material. Personally | find it a lot easier to
memorize the subnet chart than to memorize the entire binary math. When | see /29, |

immediately see 255.255.255.248 w/6 hosts (I always assume subnet-zero) and 32 networks.

So when you see 192.168.26.75/28

Network ID | ALWAYS EVEN | Whatis the netmask?

First Host ID ALWAYS ODD What subnet is the host on?
Last Host ID | ALWAYS EVEN | You have 20 seconds. GO!
Broadcast ID | ALWAYS ODD

CconmcByTes

CONFIGURING IT OUT... ONE BYTE AT A TIME.
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Network ID ALWAYS EVEN
First Host ID ALWAYS ODD
Last Host ID ALWAYS EVEN
Broadcast ID ALWAYS ODD

Class C subnet

CIDIR 4" Octet HOSTS NETWORKS

/25

/26

/27

/28

/29

/30

/31

/32

Practice Charts
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This chart will help solidify the memory process, live it, learn it know it!

Bits 10000000 | 11000000 | 1110000 | 11110000 | 11111000 | 11111100 | 11111110 111111111
Subnet 128 192 224 240 248 252 254 255
Networks | 128 64 32 16 8 4 2 1

Hosts 2 4 8 16 32 64 128 256

CIDR /25 /26 /27 /28 /29 /30 /31 /32

The above chart can also be applied to Class A and B.

Bits 10000000 11000000 1110000 11110000 11111000 |11111100 11111110 111111111
Subnet 128 192 (224 240 | | 254|255 |
Networks 128 64 32 (16 )-Z 2 1
‘Hosts 2 4 8 16 128|256
DR /25 26 |21 8 /31 /32

A (47.166.25. > 5“//50

=p Even | NetworkID Z 5 A

Odd |FirsthostlD | 7 § |
B 0dd | | g 5_2 j7’[,aqur€

47 Even |LastHostID

% Odd :BroadcastID Z 75 , Zjﬂz
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CONFIGURING IT OUT... ONE BYTE AT A TIME.
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