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This document assumes that you already have a basic understanding of subnetfiingdocument is best used

as a supplement to help strengthen your subnetting skiksplanation of subnetzero is beyond the scope of this
document.

Snce 19951 must have been taught how to subneit least adozentimes from different
instructors Each time'Ve beentaught a different way, whiclonly hasadded to the confusion
and anxiety each timewasfaced with the task to
subnet. There are plenty of subnet calculators
online that can be used to subnet a large project

Class C subnet
CIDIR 4" Octet HOSTS NETWORKS

however these devices cannot be used or ;o5 128 128 2
certification exams, and when you are in a heateq /26 192 64 4
troubleshooting situation that requires you to | /27 224 32 8
follow the network and quickl identify if a hostis | /28 240 16 16
out of range, youmay not have the time or 129 248 8 32
resourcedo access the online tools. 20 252 4 s

/31 254 2 128

132 255 1 256

It wasn’t until the summer of 2008 when | found
this simple and easy way to subnet; to be able to

understand what hosts belongeto which network by simpljooking at it was finally
achievable. The method that | use consists of memorizing the following chart. No complicated
binary math, just this simple chart.

Your goal as a future network engineetase able to look at a IP with its /CIDRnd knowoff
the top of your head whamnetwork the hostbelongs to.

The best way to learthis isto print the charton a 5 X7 index card Review itfor 15 min a day

for a week. Trust me on this, it helps. I've done use yourdown time to do this; i.eyour
lunch/coffee breaks— simply pull this from your wallet anceview it. Practice writing it out
from front to backand reverse By the time you are done, when you see a subnet you will
immediately see this chartl had mne taped to my monitor for weeks.

AnlIPv4 (Internet Protocol version 4 (RFC 791)) consists of 32 bits. Each murapersented
in 8bitsfor 4 decimal numbers separated by a dot (.)

128164132 |16 |8 |4 |2 |1 11000000.10101000.00000001.00000001

1 11 1o o lolololol~=|192] 19216811

Okyouknow this already.right? Let’s move on..l promiseno more binary.
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Once younemorizethe chart to the point where yoaanwrite it backwardsyou will be able to

answer questions like thizne. (hopefully within 2 seconds and without the usé# paper and
pencil or fingers and toeks.

Your manager has gimg/ou the following IP range 192.188.029, he wantsqu to assign the
last host ID othe eight subnet to Ethernet 1, and the first hostfibe@ninth subnet to Serial 0
Subnet zero will not be used<http://en.wikipedia.org/wiki/Subnetwork

You may be presented with an exam question similar the one above.

DO NOT LET THISNFQ SEYOU.

Looking at our chart we know that /29, has 8 hosts and 32 netwdrks. third and fourth
column shows this clearly. Saronetworks are 0, 8, 16, 24, 32, 40, 48&.

The task given wastus to assign the last host iDthe eight subnet to Ethernet O.

Remembeysubnets start fromZero (0)so O through7 = 8 hosts. | know it’s a little confusing
but 8 is actually the START of the second sub@ehrough 7 = first subnetnd 8through15=
the second subnet ando on..

Beware, math incoming...
Example: IP 192.168.13/28. Let’s break it down into steps.
1. /29 has 8 hosts and 32 networks. (/29 = 255.255.255.248
2. The third octet is192.16813.46
3. Now we find the subnet
a. 8 hostamultipliedby Xnetworks=NETWORKD of thefollowing subnet.
I. 8 x6=48(8hostsmultiplied by 6networks)
1. 48 is the network ID of the ¥ subnet
2. .47 is the BROADCAST ID of ttfesBbnet.
a. Now we know thatl92.1.1346 is the LAST USEABLE ip
in that range 4041 42 43 44 45 467

192.168.13.40 Network ID ALWAYS EVEN
192.168.13.41] First Host ID | ALWAYS ODD,
192.168.13.46| Last Host ID | ALWAYS EVEN
192.168.13.47| Broadcast ID | ALWAYS ODD,
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4. Nowour manager wants to us&" network for E1
a. 8x8=064 (8 hosts multiplied by 8 networké.
i. .64 is the network ID ofhe 9" subnet.

5. Assigning the last host ID to E1
a. Counting out 8 hostbackwards, starting with .63
I. 6362616059 58 536 (useable addressgs
1. Our last host ID will be 192.168.13.62

192.168.13%6 | Network ID ALWAYS EVEN
192.168.13F87 | First Host ID | ALWAYS ODD
192.168.13%2 | Last Host ID | ALWAYS EVEN
192.168.1363 | Broadcast ID | ALWAYS ODD,

From here I'm confident that you ndind the answeto the second part...
Assign e first host ID of thainth subnetto Serial 0

Youalready know whathe 8" subnet range is andthere the 9th one starts.

Using our chartthe rangeof addressesvill be the following.192.168.13.64 192.168.13.72 IP
We thenassigrthe first host IDto SerialO; which is192.168.13.65

It all depends on how you asble to learn this material. Personally | find it a lot easier to
memorize the subnet chart thato memorizethe entire binary math. When | see /29I
immediately see 255.255.255.248 w/6 hogt@ways assume subneero)and 32 networks.

So when ya see 192.168.26.75/28

Network ID__ | ALWAYS EVER What s the netmask

First Host ID | ALWAYS opp| What subnetis the host on?
Last Host ID | ALWAYS EVEN You have 20 seconds. GO!
Broadcast ID | ALWAYS ODD
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Class C subnet

CIDIR 4™ Octet HOSTS NETWORKS
/25
126
127
/28
129
/30
/31
/32
Network ID ALWAYS EVEN
First Host ID ALWAYS ODD
Last Host ID ALWAYS EVEN

Broadcast ID

ALWAYS ODD

This document is free to distribute as long as creafiginal format and contentemains
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